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AR 4040 (a) 
 
Personnel 
Employee Use Of Technology 
User Obligations and Responsibilities 
 
Employees are authorized to use the District's telephone system, computer hardware 
and software, and the on-line service in accordance with user obligations and 
responsibilities specified below.  
 
The District provides electronic mail (email) to employees to communicate and conduct 
the business of the District and, in doing so, expects employees to manage and protect 
records resulting from electronic communications. 
 

1.     The employee in whose name an online services account is issued is 
responsible for its proper use at all times. Employees shall keep account 
information, home addresses, and telephone numbers private. They shall use 
the system only under the account number to which they have been assigned. 

 
2. The District’s system including but not limited to all hardware and software, 

phone service, e-mail, the Internet, and voice-mail shall be used only for 
purposes related to education.   Employees should be aware that electronic 
communication may distract student learning and work flow.  Employee use of 
such devices for personal use should be kept to a minimum except during 
scheduled work breaks or for emergencies.  Commercial and/or political use 
unrelated to an educational purpose is strictly prohibited.  Electronic 
communications and downloaded material, including files deleted from a user’s 
accounts, may be monitored or read by District officials. 

 
3. Users shall not use the system to promote unethical practices or any activity 

prohibited by law or District policy or for the expression of personal opinions. 
 

4.    Users shall not transmit material that is threatening, obscene, disruptive or 
sexually explicit, or that could be construed as harassment or disparagement of 
others based on their race, national origin, sex, sexual orientation, age, 
disability, religion or political beliefs. Employees shall not access, post, submit, 
publish, or display harmful or inappropriate matter that is threatening, obscene, 
disruptive, or sexually explicit, or that could be construed as harassment or 
disparagement of others based on their race, ethnicity, national origin, sex, 
gender, sexual orientation, age, disability, religion, or political beliefs. 

 
5.     Employees shall not access, post, submit, publish, or display harmful or 

inappropriate matter that is threatening, obscene, disruptive, or sexually explicit, 
or that could be construed as harassment or disparagement of others based on 
their race, ethnicity, national origin, sex, gender, sexual orientation, age, 
disability, religion, or political beliefs. 
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6. Copyrighted material may not be placed on the system without the author's 
permission.  Users may download copyrighted material for their own use only 
and only in accordance with copyright laws. 

 
7.     Employees shall not develop any classroom or work-related web sites, blogs, 

forums, or similar online communications representing the District or using 
District equipment or resources without permission of the Superintendent or 
designee. Such sites shall be subject to rules and guidelines established for 
District online publishing activities including, but not limited to, copyright laws, 
privacy rights, and prohibitions against obscene, libelous, and slanderous 
content. Because of the unfiltered nature of blogs, any such site shall include a 
disclaimer that the District is not responsible for the content of the messages.  
The District retains the right to delete material on any such online 
communications. 

 
8. Vandalism will result in the cancellation of user privileges and may result in 

discipline action and/or criminal charges.  Vandalism includes uploading, 
downloading or creating computer viruses and/or any malicious attempt to harm 
or destroy District equipment or materials or the data of any other user.  

 
Email systems are becoming the communication method of choice for many public 
officials and public employees.  These electronic messages are often used as 
communication substitutes for the telephone, as well as paper based means of 
information transmission.  Email itself is not considered a record series or category.  It is 
only a medium by which a type of record is transmitted. 
 
Type of Correspondence 
 
Transitory email is that which contains informal business communication regarding 
dates and times of meetings and casual or routine communications and 
announcements.  Transitory email includes telephone messages, drafts and other 
limited documents, which serve to convey information of temporary importance in lieu 
oral communication. 
 
Non-transitory email is that which is formal in nature and has lasting value to the District.  
Examples of non-transitory email includes minutes from committees, commissions or 
other standing ad hoc groups; correspondence which contains information developed in 
preparation for reports and studies; email messages which contain official action taken 
in the course of conducting District business; or those electronic messages which 
convey policy decisions and essential District business transactions.   
 
 

9.  Employees shall not attempt to interfere with other users’ ability to send or 
receive email, nor shall they attempt to read, delete, copy, modify or forge other 
users' mail. 
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Retention 
 
Should the content of the electronic communication fall within the transitory definition, 
then the electronic communicating must be deleted once it has served its purpose. 
 
Non-transitory electronic communication must be stored in a special electronic file or a 
hard copy must be made within six months of receiving or sending the email.  This 
stored copy will then become the official “public record” and is then subject to the 
records retention requirements. The electronic communication must then be deleted. 
 
Employees may not retain email messages in their electronic Inboxes or Sent boxes 
longer than six months.  All email messages located in their electronic Delete Boxes 
must be purged on a routine basis and no longer than every thirty (30) days. 
 
10.  Users are encouraged to keep messages brief.  
 
11.  Users shall report any security problem or misuse of the network to  the 

Superintendent or designee.  
 
(cf. 6163.4 - Student Use of Technology) 
 
12.  The Superintendent or designee shall make all decisions regarding whether or 

not a user has  violated these regulations and may deny, revoke, or suspend 
access at any time.  The decision of the Superintendent or designee shall be 
final. 
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